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1. Device Identification

Software Name Health Risk Assessment

Implementation

Nuffield
Version 2024.2.2
Unique Device
Identifier (UDI) (01)04262543120027(8012)2024.2.2
Description The Health Risk Assessment (HRA) is a Software as a Medical

Device (SaMD) designed to empower individuals to evaluate
and improve their physical and mental health. It uses clinical-
grade questionnaires and evidence-based risk models to
calculate disease risks and wellbeing scores. The software
provides users with a personalised “Health Age” and actionable
recommendations to reduce health risks and promote long-term
wellbeing.

The HRA supports preventative and proactive care by
identifying modifiable risk factors and guiding users toward
appropriate interventions such as lifestyle changes, screenings,
or consultations

The application is accessible via two integration models:

¢ HealthHero-hosted front-end platform, or

e Customer-hosted and configured front-end platform
Users complete the assessment independently via a structured,
algorithm-driven questionnaire on a personal electronic device,
typically in a non-clinical setting.
Validation is conducted in accordance with ISO 13485:2016 to

ensure consistent and safe performance, with documentation
aligned to regulatory and QMS requirements

Device Classification The software is CE marked under the EU Medical Device
Directive 93/42/EEC as a Class | medical device. It is registered
with the UK MHRA as a Class | device, with conformity
assessed against the Essential Requirements and supported by
a self-declaration of conformity.

HealthHero Solutions Limited HealthHero Healthcare

Inspired, Easthampstead Road, -EC m Ireland Limited

Bracknell, Berkshire, RG12 2 Dublin Landings, North Wall Page 3
1YQ, United Kingdom. Quay, Dublin 1, DO1 V4AS3,

www.healthhero.com


http://www.healthhero.com/

® ® HEALTH
e e HE

q3

The device is considered a legacy device under Article 120(3) of
Regulation (EU) 2017/745 (MDR), and as a result is subject to
the transitional provisions of the Medical Device Directive
(MDD) during its ongoing migration to MDR as outlined in Article
120(3). The device will be considered Class lla under MDR,
Rule 11.

Intellectual Property

The underlying technology and algorithms used in HealthHero’s
HRA are proprietary and developed in-house. The underlying
technology is protected by patents held by Doctorlink
Innovations, part of HealthHero Solutions:

e US Patent No. 7,516,110
e EU Patent No. 1,686,513

2. Labelling

The device label is hosted on the HealthHero website and is presented at start-up as a
printable PDF. The label includes the Unique Device Identifier (UDI) for the Health Risk
Assessment software. Users can also access the label at any time via: . The label is
version-controlled and updated promptly to reflect the latest approved version.

3. Intended Purpose

Medical Purpose

Health Risk Assessment (HRA) is an online assessment tool that
collects information about the User’s lifestyle habits and health
history and uses the information to provide personalised reports
for health status, disease risks, and provides recommendations
for making healthy changes.

Target Patient
Population

The HRA is designed for adults across a broad age range,
seeking to understand and manage their health risks. It evaluates
risks for conditions such as stroke, diabetes, heart disease, and
various cancers (e.g., breast, prostate, lung, bowel)

Intended User

The HRA is intended for use by individuals aged 18 and older. The
tool is designed for self-use and does not require clinical training,
making it accessible to the general population

Environment of Use

HealthHero’s HRA is a Business-to-Business (B2B) product. User
access is governed by customer-defined configurations and
contractual agreements.
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Users typically access the software via:

e A HealthHero-hosted platform, or
e A customer-hosted and configured platform

Assessments are completed on electronic devices in non-clinical
environments, such as at home or in the workplace, supporting
flexible and convenient access to health insights

Clinical Benefits

When used as directed, the HRA enables users to identify
modifiable risk factors and to reduce health risks by informing
targeted lifestyle changes and prompting appropriate screening or
clinical consultation. Clinical benefit is measured by increased risk
awareness, uptake of preventative actions, and improved
wellbeing scores in follow-up assessments.

Performance
Characteristics

e Outputs are model-based estimates dependent on user
input accuracy.

e Input: user-reported data only; Output: risk score, category,
Health Age.

o Limitations: outputs are estimates, not diagnoses, not
intended for acute triage.

4. Regulatory

Overview The HRA is developed under a Quality Management System
(QMS) certified to ISO 13485:2016. The product is currently in
transition to the Regulation (EU) 2017/745 (MDR) framework and
is subject to the transitional period applicable to legacy devices.
The QMS requirements outlined in Article 10(9) of Regulation
(EU) 2017/745 (MDR) are fully adhered to.

Technical HealthHero maintains technical documentation for the HRA in

Documentation accordance with MDD requirements, supplemented by MDR
requirements for Post-Market Surveillance, Clinical Evaluation,
and Vigilance. Documentation is readily accessible for review by
competent authorities and Notified Bodies.

Transitional During the MDR transitional period, no significant changes to the

Arrangements design or intended purpose of the HRA are permitted.
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Serious Incident
Reporting

Any serious incident related to the HRA must be reported to the
manufacturer, who will notify the competent authority of the
Member State in which the user and/or patient is established. In
the EU, HealthHero will notify the relevant EU Competent
Authority via MIR within 15 days of awareness, within 10 days for
death or unanticipated serious deterioration, and within 2 days for
a serious public health threat. Trend reporting is performed per
MDR Article 88.

Users may also report incidents via national reporting schemes
where available.

Cybersecurity and
Access Controls

The HRA software must be operated on secure devices and
networks. Customers are responsible for ensuring that only
authorised users have access to the application and that devices
are protected by appropriate security measures, including user
authentication, device encryption, and regular software updates.

Language and
Instructions for Use
Access

This Instructions for Use (IFU) is presented to all users at first
use, in English for the UK and ROI. For use in other countries, a
localized and translated version will be provided as required by
local regulations. In the European Union, a paper copy of the IFU
is supplied to all lay users as a printable PDF accessible via the
device and the

Users may print the IFU directly from this website. Additional
paper copies are available free of charge upon request from the
manufacturer within 7 calendar days, in accordance with
Commission Implementing Regulation (EU) 2021/2226
(consolidated 2025).

The IFU is version controlled and updates are promptly reflected
on the website.

5. System Requirements

Operating Systems

Modern web browsers on Windows, macOS, iOS, and Android
platforms (e.g., Chrome, Safari, Edge, Firefox).

Hardware
Requirements

Internet-enabled device such as a smartphone, tablet, or
computer with a stable connection

HealthHero Solutions Limited HealthHero Healthcare
Inspired, Easthampstead Road, -EC m Ireland Limited
Bracknell, Berkshire, RG12 2 Dublin Landings, North Wall Page 6

1YQ, United Kingdom.
www.healthhero.com

Quay, Dublin 1, DO1 V4A3,



http://www.healthhero.com/
https://www.healthhero.com/quality-and-compliance

® ¢ HEALTH
22 HE Ce

o0 RO
Internet Connection Minimum 3G connection; broadband recommended for optimal
performance
Security Device should support HTTPS and TLS 1.2 or higher for secure
data transmission

6. Installation and Activation

Instructions for HealthHero’s HRA software is delivered as a web-based
downloading, installing | application and does not require installation on end-user devices.
and activating the Access and activation are managed through the following steps:
software

The software is deployed via:

¢ A HealthHero-hosted front-end platform, or

e A Customer-hosted and configured front-end platform
Users access the application through a secure web link provided
by either the Customer or HealthHero. No local installation is

required, ensuring ease of access and rapid deployment across
user populations.

Account setup and User access is governed by the Customer’s configuration and
licensing information licensing agreement.

If authentication is required, user credentials are issued by either
the Customer’s system administrator or the HealthHero support
team.

Access permissions and data handling are aligned with
contractual terms and the software’s intended use, ensuring
compliance with privacy and security standards.

7. Operating Instructions

Usage Instructions Users complete a structured, algorithm-driven health and lifestyle
questionnaire on a personal electronic device.

Questions are primarily multiple choice and cover areas such as:

e Medical history
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Lifestyle habits (e.g., diet, exercise, sleep)
Mental wellbeing

Family history

Demographics

Upon completion, the system generates a quantitative health risk
profile, including:

e Disease risk scores (e.g., stroke, diabetes, heart
disease, cancer)

e Wellbeing scores (e.g., stress, fitness, sleep, mental
health)

e A personalised “Health Age”

Actionable recommendations (e.g., lifestyle  changes,
screenings, consultations)

Descriptions of features | Health Questionnaire Engine

and Functions

e Structured, adaptive questionnaire tailored to user
demographics and lifestyle

e Dynamically adjusts based on previous responses

e Covers physical and mental health domains

Risk Assessment Logic

e Uses clinical-grade algorithms and evidence-based
models

e Calculates risk scores for seven major diseases, risk
of mortality, and eight wellbeing factors

e Provides a “Health Age” metric to benchmark overall
health

Personalised Recommendations
e Suggests actions to reduce health risks (e.g., quit
smoking, improve diet)
e May recommend blood tests, screenings, or
consultations
e Designed to support preventative and proactive care
Report Generation

e Adigital report is generated upon completion

e Includes:
e User responses
o Health Age
e Risk scores
e Personalised lifestyle recommendations
o Breakdown of what the User is doing well and

what they can do to improve each risk
¢ Information on non-modifiable risks
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o Lifestyle scores

e Comparison of scores to prior assessment

¢ Recommended tests, vaccinations or
interventions

¢ Information and links to supporting advice

e Delivered in PDF format for:
e Clinical review
e Integration into EMR systems
e Secure storage
e Optional user access

Customisation and Integration

e Deployable via:

e HealthHero-hosted platform

e Customer-hosted and configured platform
e Configurable features include:

e Branding and Ul

¢ Integration with third-party systems

¢ Info icons for contextual guidance

Input and output data
explanation

Input Data

Users provide responses to structured questions covering:

Demographics (e.g., age, sex, ethnicity)
Lifestyle habits (e.g., smoking, alcohol, exercise)
Medical and family history

Mental health and wellbeing indicators

Output Data

The system generates:

Disease risk scores

Wellbeing scores

Health Age

Personalised recommendations

Module summaries

A full report for user and clinician review

Optional feature to detect non-clinical risks (e.g., welfare
concerns)

How to interpret results
or alerts

Upon completion, users receive a personalised health
report that includes:

o Health Age
¢ Risk scores
o Personalised lifestyle recommendations
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o Breakdown of what the User is doing well and what they
can do to improve each risk

Information on non-modifiable risks

Lifestyle scores

Comparison of scores to prior assessment
Recommended tests, vaccinations or interventions
Information and links to supporting advice

Where configured, a PDF report is shared with clinicians and/or
users. This report supports:

Clinical review

Integration into EMR systems

Secure data storage

User empowerment through actionable insights

8. Warnings and Precautions

Warnings e This device does not replace professional medical advice
and should not be solely relied on for health decisions.

e Incorrect or incomplete answers can lead to inaccurate
recommendations, ensure information provided is truthful
and complete.

e Some questions may be emotionally triggering. Stop use
and seek support if you feel distressed.

Contraindications e Do not use this device in crises regarding urgent clinical
intervention. This device is not intended to assess medical
or mental health emergencies.

e This device is not intended to calculate risk scores for
existing conditions.

e This device is not intended for use by individuals under the
age of 18.

e This device is not designed for use by third parties entering
data on behalf of another individual.

Residual Risks e Incomplete or inaccurate user data may affect health risk
accuracy

e Misinterpretation possible if English or validated translations
are not understood

e Access may be disrupted by technical or third-party failures

e Certain questions could cause emotional discomfort

e Accessibility limitations may lead to misunderstanding of

results
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Limitations As a standalone product, the HRA does not provide medical
advice, diagnosis, or treatment. It functions as a preventative
health support tool, offering personalised health risk scores and
lifestyle recommendations based on user-provided data.
The output is intended to infform and empower users to take
proactive steps toward improving their health and wellbeing. It
should be interpreted within the context of broader clinical
judgment and not used as a substitute for professional medical
consultation.

Customer Precautions | Customers agree to operate the HRA software in accordance
with the licence agreement and fair use policy.

The software generates health risk insights based solely on the
information provided by the user. If the customer modifies,
overrides, or disables any standard functionality, configuration, or
recommendation, whether through technical integration or
operational policy, HealthHero disclaims all responsibility and
liability for any resulting inappropriate outcomes, including but not
limited to:

¢ Misinterpretation of health risks
¢ Inaccurate recommendations
e Failure to identify modifiable risk factors

To ensure continued safety, performance, and
compliance, customers are responsible for:

e Implementing updates in a timely manner, especially
those related to clinical safety or regulatory
requirements

e Validating updates within their environment where
custom configurations exist

¢ Maintaining compatibility with integrated systems and
customer-hosted platforms

e Collaborating with HealthHero to plan and support
update deployment

e Delays in adopting critical updates may affect system
performance and the accuracy of health insights

User Precautions The HRA tool must be used strictly for its intended purpose as
described in the Instructions for Use (IFU). It is not a substitute
for professional medical advice, diagnosis, or treatment.

Users should:
e Provide accurate and complete information

e Interpret results appropriately and seek advice from a
healthcare professional if unsure
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e Monitor for alerts or recommendations

e Report any adverse events or software malfunctions

e Use the tool in a secure environment to protect
personal health information

e Not modify, tamper with, or attempt to reverse-
engineer or misuse the software in any way

Measures in the event | If the HRA software fails to load, displays an error, or becomes
of malfunction unavailable, stop use immediately and do not rely on its outputs.
Seek professional medical advice for any health concerns.

9. Development, Maintenance and Updates

Software Updates HealthHero releases periodic updates to the HRA software to
maintain clinical accuracy, user  safety, and regulatory
compliance. These updates may include:

e Enhancements to risk calculation algorithms

e Improvements to user interface and accessibility
features

e Updates aligned with evolving clinical guidelines and
standards (e.g., NICE)

e Security and privacy upgrades to meet ISO and
GDPR requirements

Customers are required to accept and implement each update
within six (6) months of its release to production. Continued use
of outdated versions beyond this period may compromise the
accuracy of health insights and will invalidate HealthHero’s
indemnification obligations

Algorithm Maintenance | The clinical algorithms powering the HRA are reviewed and
and Validation updated on arolling cycleto ensure alignment with the
latest evidence-based guidelines. Updates are informed by:

¢ NICE and other national safety standards
o Peer-reviewed clinical research
Feedback from HealthHero’s Clinical Governance Team

Urgent updates are deployed as hot-fixes, prioritised based on
risk and clinical impact.

All algorithms undergo independent validation and are reviewed
by an External Clinical Panel comprising licensed healthcare
professionals, following a standardised protocol.
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Troubleshooting Customers are required to promptly notify HealthHero of any:

e Identified quality issues
o Adverse events or feedback related to the use of the
software

This supports post-market surveillance and continuous
improvement in accordance with ISO 13485:2016 and other
applicable regulatory frameworks. HealthHero provides access
to a Client Hub and Developer Portal for support, documentation,
and incident reporting.

10. Storage and Handling

Data Use HealthHero uses data from both completed and incomplete
Health Risk Assessments to support the ongoing maintenance,
validation, and improvement of its risk calculation algorithms.
This process is part of HealthHero's post-market
surveillance and continuous improvement activities, in line
with ISO 13485:2016 requirements.

All data used for these purposes is fully anonymised prior to
analysis, ensuring that no personally identifiable information
(PII) is retained. HealthHero does not use personal data for direct
marketing or commercial outreach activities.

Digital Storage The HRA software leverages secure cloud infrastructure for
Requirements digital data storage.

Where cloud storage is employed, HealthHero ensures full
compliance with ISO 13485:2016 (Quality Management Systems
for Medical Devices) andIEC 62304 (Software Lifecycle
Processes for Medical Device Software).

In addition, all cloud-based data handling is designed to be fully
GDPR-compliant, incorporating robust data encryption, access
control mechanisms, and user consent protocols to safeguard
personal health information in compliance with HealthHero
Solutions ISO27001 certified Information Security Management
Systems.

Data Retention HealthHero retains all technical documentation for a minimum of
10 years following the placement of the device on the market, in
accordance with MDR requirements. Personal data is processed
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and retained per GDPR and our Privacy Notice; retention periods
vary by purpose and jurisdiction.

Archived data is maintained in a manner that ensures it
remains readily accessible, retrievable, and searchable, as
stipulated in MDR Annex II.

11. Provision of Product

Provision of product
outside of UK

The HRA is a UK-indemnified product, developed in accordance
with UK clinical standards and available in the English language.

Where the HRA is to be utilised outside of the UK, then a
statement of work will be created to establish responsibilities for
any localisation and translation to support use of Health Risk
Assessment in a non-UK country, as well as any certification or
regulation requirements in order to meet local health care
provisioning.

Geographic Scope and
Localisation

The HRA software is designed for deployment in the UK but can
be adapted for international use through formal localisation
processes. For deployment outside the United Kingdom, a
formal Statement of Work (SoW) will be established to define:

e Responsibilities for localisation (e.g., clinical content
adaptation, language translation),

e Any regulatory or certification requirements applicable in
the target jurisdiction,

e The scope of clinical governance and indemnity
arrangements for non-UK use.

Localisation activities will be conducted in compliance with
applicable regulatory frameworks and quality management
system requirements under ISO 13485:2016.
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12. Symbols and Glossary

Symbol Meaning

Standard Reference

1]

Refer to Instructions for Use (IFU) ISO 15223-1:2021, 5.4.3

I Manufacturer ISO 15223-1:2021, 5.1.1

Translation ISO 15223-1:2021, 5.6.3
[Al>[x
ec | rep Authorised Representative in the ISO 15223-1:2021, 5.1.2.
European Community
MD Medical Device ISO 15223-1:2021, 5.7.7.
uDI Unique Device Identifier (UDI) ISO 15223-1:2021,
c € CE Mark — indicates conformity with EU | EU MDR
Medical Device Directive (legacy use)

Glossary Term

Definition

Health Risk
Assessment (HRA)

A digital tool that evaluates an individual’'s health risks and
wellbeing using a structured questionnaire. It calculates disease
risk scores, wellbeing scores, and a personalised Health Age,
providing evidence-based recommendations to support
preventative care

Software as a Medical
Device (SaMD)

Software intended to be used for medical purposes without being
part of a hardware medical device.

Clinical Decision

A system that provides clinicians, staff, patients, or other

Support (CDS) individuals with knowledge and person-specific information to
enhance health and healthcare.

User An individual aged 18 or over who interacts with the software.

Customer The organisation or entity that contracts with HealthHero to
deploy the Health Risk Assessment software.
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GDPR General Data Protection Regulation — a legal framework that sets
guidelines for the collection and processing of personal
information.
MHRA Medicines and Healthcare products Regulatory Agency — the UK

regulator for medical devices.

Intended Use

The purpose for which the software is designed, as defined by
the manufacturer.

Intended User

The demographic or professional group for whom the software is
designed.

Environment of Use

The setting in which the software is used.

13. Contact and Support

General Support and
Queries:

HealthHero Solutions Limited

Email: support@healthhero.com
Phone: +44 (0)20 3966 1122
Website: https://www.healthhero.com

Data Protection Officer:

dpo.epc@healthhero.com

Incident and Feedback
reporting:

Use the ‘contact us’ button within the application.
Customers can contact their account manager
Or email InternalTechSupport@healthhero.com

Yellow Card Reporting

Users and healthcare professionals can report suspected
adverse events, product issues, or safety concerns related to
medical devices via the MHRA Yellow Card Scheme.

Submit a report at: hiips://vellowcard.mhra.gov.uk
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